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Background and Products of
Social Media Screening

David Dickson
VP / General Manager
Sterling Infosystems



Social Media Screening in the Press



Why Social Media Screening?
The Catch 22

USING SOCIAL MEDIA?
Looking at protected class information risks accusations of discrimination. 

� Its difficult to impossible to “unring the bell”

NOT USING SOCIAL MEDIA?
Not using publicly-available info to prevent hiring someone who committed [violence at 
work] puts the company at risk of being accused of negligent hiring practices

o Times Have Changed:
Used to be, when something happened “he’s quiet, nice guy – I’m shocked!”
Now its “if only someone had connected all of the dots”

� Can you afford to not connect the dots?

With Sterling’s Social Media Screening, a company c an be both compliant and 
responsible



What took so long?
Entering the market with a process compliant produc t

Technology

FCRA 
Guidelines 
& Process 

Compliance

Policy

Market Ready 
Social Media 

Products



Sterling Social Media SM

Walkthrough of Products

Social Media Achievement SM

• A view of what is positive

Social Media Popular SM

• Bring yourself into compliance affordably and simply

Social Media Complete SM

• Dive deep with our most thorough online content search

Social Media Plus SM

• Search beyond user-generated content - 360°Narrativ e Report



Technology & Process Overview

Geoff Andrews
Founder & COO

Social Intelligence Corp



Unique
Data

Proprietary
Technology

Compliant
Process

Technology, Data, & Process
The combination of sophisticated technology, unique  

data, and a compliant process



Unique & Comprehensive Data

“Surface Web”

“Deep Web”

• The “deep web” encompasses a more specific set of information and criteria usually broken 
out into vertical categories and then sub-categories of data and databases. 

• This content may be no longer accessible by search engines, as it is cached or stored in 
proprietary databases

• Also known as "invisible web", the term "deep web" refers to a vast repository of underlying 
content, such as documents in online databases that general-purpose web crawlers cannot 
reach. The deep web content is estimated at 500 times that of the surface web, yet has 
remained mostly untapped due to the limitations of traditional search engines.
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content, such as documents in online databases that general-purpose web crawlers cannot 
reach. The deep web content is estimated at 500 times that of the surface web, yet has 
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• Is generally defined as the broad basic information found through searches completed on the 
major search engines such as Google, Yahoo, or Bing

• Is generally defined as the broad basic information found through searches completed on the 
major search engines such as Google, Yahoo, or Bing

Go beneath the surface and into the dark alley ways

Sterling Social Media™ Screening Products



Leading Technology
Propriety data collection and aggregation

Custom web crawlers collect and store data targeted 
towards user generated content/social media

Tight Integration with many social media data providers and 
databases to build a comprehensive data set

Recursive matching of names, handles, and email 
addresses to efficiently and accurately identify subjects  



A Compliant Process
The key is manual review

Employer

Candidate Entry
• Enter job applicants individually or 
in batch

• Provide all of the information 
possible

• Real-time status available at all 
times

Automated Collection
• Search broad selection of social 
media outlets and public content

• Match names to online handles 
through triangulation

• Build applicant content profile

Manual  Review
• Multi-tier internal workflow
• Every “finding” is reviewed by a 
social media analyst 

• Removal of false positives

Results Review, Action & 
Notification
• Summary & detail view of results
• Employer chooses to take action
• Initiation of pre-adverse action 
notification resolution process CRA



Legal Concepts
in

Social Media Screening

Renee Jackson, Esq.
Social Media Policy Author

Nixon Peabody



Pre-employment use of social media: 
legal overlay

How to protect 
the company?

• Assess hiring processes

• Create and enforce policy

• Filter or outsource risk

• Train staff
• Document decisions

• Be consistent
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Lawful to look?
• Invasion of privacy
• Fair Credit Reporting Act
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Upcoming Social Media 
Webinars:

• Legal Aspects of Social Media Policy
• Social Media 101
• Talking With Your In-house Counsel
• And more!



Q & A

And for more information, please contact your Sterl ing;
• Account Representative,
• Sales Representative,
• Email us at sales@sterlinginfosystems.com


